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an exact determination of such product-
specific parameters as production batch 
number and origin. Good processibilty of 
the rare-earth pigment in printing applica-
tions, high stability, and a quick, uncomp
licated detection and verification of the 
authenticity of documents having the new 
security element round off the list of the 
excellent practical properties of the OeSD 
security pigment. This opens up a broad 
application spectrum in the high-security 
printing sector for various printed products 
and enables OeSD to continue maintaining 
the high security of its products at the  
cutting edge of the technology.

	 he development of a new security fea-
ture for various printed products was the 
result of one of the innovative projects car-
ried out last year. OeSD in collaboration 
with Aerospace & Advanced Composites 
GmbH (AAC) developed and patented a 
security pigment which is based on rare 
earths and which displays anti-Stokes lu-
minescence.1 By virtue of its very high se-
curity integrity, and because of the specific 
conformation of the fingerprint band of the 
compound, use of the newly developed 
pigment not only ensures a high degree 
of security against forgery, but also – via 
an appropriate validating process – allows 
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Security and identity are catchwords associated with the printing company, Österrei-
chische Staatsdruckerei (OeSD), for more than 200 years. Since as far back as the days 
of the Dual Monarchy products of the security printing field of the printing industry 
have been an important ingredient for the functioning of our society. Österreichische 
Staatsdruckerei products – such as passports, visas, residence permits, driving licences, 
ownership titles, paper money, and postage stamps – often also serve as proof of the 
identity of the current owner as well as having a material value. For this reason it is 
necessary to protect such products in particular against forgers. With built-in security 
features, however, the longer they are in use, the greater the likelihood of forgery and 
criminal abuse. In order to minimise this effect and thus also the risk of falsifications, it 
is essential that the high-security printing industry maintain the security features used at 
the cutting edge of technology through continuous research, improvements, and further 
development, and that the latest innovations be incorporated into the various products. 
This is why in 2010 OeSD established a new Research and Quality Centre that enables 
state-of-the-art production and guarantees the high quality of the secured products and 
will rise to the challenge posed by the innovation pressure facing security printing 
companies.
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security printing industry rare earths are 
used in special printing inks. Already when 
in pure crystal form the metallic elements 
of rare earths display a strong tendency to 
fluoresce, i.e. to emit light when exposed 
to excitation by UV light. By deliberately 
exchanging lattice atoms in solid bodies, 
and thus changing the stoichiometric order 
of different atoms in the lattice structure it 
is possible to change the properties of the 
material in question so that exposure to in-
frared (IR) light will also lead to a special, 
spontaneous light emission.

Such luminescence phenomena on the 
part of molecules are by no means the norm 
in natural chemistry since they can only 
occur under strictly defined conditions. 
Luminescence is the term used to describe 
that effect by which a detectable optical ra-
diation of light is emitted during the tran-
sition from an excited state to the ground 
state. In an initial stage the electrons are 
excited to a higher energetic state. This 
means that the energy balance of the sys-
tem is increased. This absorption of energy 
can occur by different means, the absorp-
tion of a photon or the result of a chemical 
reaction. At the second stage the system 
now reverts to its energetically lower ba-

RARE EARTHS AND ANTI- 
STOKES LUMINESCENCE
The rare earths are metals in the 3rd group 
of the periodic system and lanthanide se-
ries (see Figure 1). In all there are 17 ele-
ments in this series which includes yttrium 
(Atomic Number Z: 39), lanthanum (Z: 
57), cerium (Z: 58), and erbium (Z: 68) 
(Holleman/Wiberg 2007). Uses for these  
elements in engineering and industry range  
from semiconductor and electrical engi
neering through to entertainment electro
nics, (e.g. in plasma, LCD and LED tele-
vision sets) and on to luminous colorants 
which are also used as fluorescent color
ants in printing technology. Particularly 
through the use of rare earths in entertain-
ment electronics and mobile telephony, 
the demand for and the mining of them 
increased rapidly in recent decades (c.f. 
Waltritsch 2010). In particular their good 
properties when used for the doping of ma-
terials are exploited. Meanwhile, through 
the ever more intensive reliance on mobile  
appliances – such as cell phones, tablet 
PCs and the like – the use of rare earths 
in the necessary accumulators and micro-
chips has accorded a still greater role to 
rare earths in modern society. In the high-
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Rare earth metals 

Rare earth metals include 17 elements from the periodic table. These are the lanthanides plus scandium and yttrium.

Figure 1: The Rare earths in the Periodic System

Source: Findeisen/Aigner
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some seconds or up to a number of hours 
(phosphorescence). Thus the occurrence of 
luminescence is only measurable or visible 
during direct active radiation from the 
energising source or for a very short time 
span afterwards. By contrast, phosphore-
scence remains even after the excitation 
has ended. In both these instances the ra-
diating emission light – due to molecular 
collisions and heat loss – is lower in ener
gy than the radiation used for excitation 
purposes. This circumstance is in keeping 
with the law of conservation of energy and 
thus also with Stokes’ Law. The latter law 
states that the energy level of the emitted 
radiation is the same as or lower than the 
radiation used for excitation. Since the 
wavelength is indirectly proportional to 
the energy here, this means that the lower 
the energy the longer the wavelength. Con-
sequently, with regard to the spectrum, the 
following rule applies: the spectrum of the 
emission light in relation to the excitati-
on light is always shifted to higher wave-
lengths. The resultant distance between the 
spectra is known as the Stokes shift (Otto 
2006).

However, it is also possible that an al
ready excited electron may absorb the energy  

sic state. In doing so the system must re-
lease or convert the absorbed energy (law 
of conservation of energy). This release of 
energy can take place as a result of the mo-
lecules colliding with ambient molecules, 
heat release, or through visible or invisible 
light emission. In the case of the latter we 
speak of luminescence. The nature of the 
luminescence is classified according to the 
particular method by which the electrons 
in the molecule are excited – e.g. by means 
of a chemical reaction, electrical potential 
(electroluminescence) or through photons 
(photoluminescence).

In the case of photoluminescence the ex-
citation of the electrons is caused by the 
absorption of photons from a suitable ener-
gising light source. This could be a UV 
lamp or a laser, for example. Depending 
on the relevant energy and wavelength (l) 
of this energising light source the electrons 
will be varyingly strongly excited. After a 
molecule-specific dwell time in the exci-
ted state the electron reverts to the lower 
energy ground state. As this is happening 
a light is emitted in the case of photolu-
minescence (see Figure 2). The lifetime 
of these conditions can vary between 10-9 
and 10-6 s (fluorescence) up to a matter of 
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Figure 2: Photoluminescence

Source: Findeisen/Aigner

Following the absorption of a photon, an electron at ground energy level is excited to a higher energy 
level. Light emission occurs through the return of the electrons to the ground energy level.
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elements in the crystal lattice, and the fact 
that they are in the exact proportions to one 
another, this crystalline powder displays 
anti-Stokes luminescence. Knowledge of 
the exact composition and distribution of 
the rare earths, the additional elements in 
the crystal structure of the rare-earth pig-
ment, and the exact directions needed to 
synthesise the crystalline powder is de-
cisive the further use as the security feature 
and for security against forgery. Following 
excitation by means of an “invisible” in
frared laser beam, counter-radiation visible 
to the human eye is generated. In the pro-
cess the excitation spectrum of the infrared 
light at a wavelength of 980 nm generating 
emission light in the range of 750 nm is 
shifted to 600 nm whereby a red emission 
light visible to the naked eye can be obser-
ved. Yet this is not the only characterising 
property because the pigment, rather like 
humans with their biometric data, has its 
own distinct fingerprint in its unique emis-
sion spectrum. When the entire spectrum 
is recorded each wavelength is assigned 
an exact intensity. With a resolution in the 

of yet another photon and become additi-
onally excited. Once this electron reverts 
to the ground state and emits radiation, 
this radiation may display a higher ener-
gy level – namely that of the two photons 
which excited it minus the lost collision 
and heat energy – and thus also have a 
shorter wavelength. This phenomenon is 
known as upconversion or as anti-Stokes 
luminescence. In this case the spectrum of 
the emitted light – in contrast to the above 
mentioned Stokes shift – on fluorescence 
is shifted to a shorter wavelength range 
(see Figure 3). But if the energising photon  
comes from an infrared light source, and 
thus in a wavelength range invisible to 
the human eye, this light, with the help of 
the upconversion fluorescence and due to 
the anti-Stokes shift, will be shifted into 
the visible range (Atkins/de Paula 2006). 
This happens with the OeSD rare-earth 
pigment whereby an “invisible” light (in
frared light) impinging on the pigment 
“generates” a red emission light visible to 
the naked eye.

THE ROAD FROM RARE EARTH 
PIGMENT TO SECURITY  
ELEMENT
OeSD developed a pigment produced on 
the basis of a stoichiometric mixture of 
several different rare earths as the key 
component of a newly developed security 
element. The synthesis of this rare-earth 
pigment involved a multi-stage manufac-
turing process in the laboratories of ACC. 
In the process the different elements of the 
rare earths were integrated into the crystal 
lattice of the pigment structure as oxides. 
Through the use of oxides – i.e. atoms 
with firmly bound oxygen – good stabili-
ty and inert behaviour in the presence of 
other compounds and chemicals can be as-
sured. As a result of this complex synthe-
sis a crystalline powder is obtained. Due 
to the strict configuration of the different 
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Stokes-shift of anti-Stokes shift of 

longer wavelengthsshorter wavelengths

Figure 3: Displacements of the spectrum following 
photoluminescence

Source: Findeisen/Aigner

The spectrum (here shown schematically as a single peak) is shifted to a 
longer wavelength during the emission radiation of the “normal” lumine-
scence Stokes-shift. By contrast, in the case of the OeSD security pigment 
an “upconversion” takes place, i.e. the spectrum of the emission light in 
comparison to the absorption spectrum is shifted into a shorter wave-
length. This phenomenon is also known as an anti-Stokes shift.
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best possible detection of the pigment is 
possible, the most important information is 
protected by the pigment, and the aesthetic 
aspect of the print image as a whole is not 
spoilt. In order to take these considerations 
into account, a modern test design for the 
most well-established identity documents 
(passports and visas etc.) was designed at 
OeSD and made available in the form of 
a printing plate for the following printing 
trials.

PRINTING TRIALS AND  
APPLICATIONS
In order to test the patented rare-earth pig-
ment for its suitability as a security ele-
ment and its ability to satisfy the above 
described requirements, OeSD carried out 
a series of printing trials. These involved 
testing not only use of the rare-earth pig-
ment at different concentrations in diffe-
rent printing ink and lacquer systems, but 
also the use of different substrates.

The printing trials at OeSD were per-
formed using the wet offset printing tech-
nique. In particular with this indirect pla-
nographic printing process the interaction 
between hydrophilic and hydrophobic be-
haviour is decisive, i.e. on printing a va-
riety of physical and chemical interfacial 
activities occur and thus there is a complex 
interaction involving the printing cylinder, 
the printing plate, the inks, the dampening 
solution, and the substrate (Kipphan 2000). 
In an offset printing machine the printing 

range of 1 nm up to 600 information pairs 
are used across the range of 300 to 900 nm 
to describe the spectrum. This information 
represents a unique fingerprint of the rare-
earth pigment. The fingerprint itself can be 
changed by modifications at the synthesi-
sing stage either by varying the proporti-
onal distribution of the rare earths to one 
another or by incorporating other elements 
into the crystal lattice. In this way it is pos-
sible to incorporate and link information 
regarding production data such as date of 
production or production batch numbers.

However, in order to introduce the rare-
earth pigment actually into a secured do-
cument the pigment must first be mixed 
into a printing ink or lacquer system. Only 
after this has been done can the pigment 
be processed in a high-security printing 
application. Important here is not only the 
miscibility but also the size of the pigment 
particles. These should not be too fine, but 
not too coarse either, otherwise the pig-
ment will either not be printable (e.g. by 
offset printing) or will display poor de- 
tection. But at the same time is necessary  
to be able to print and detect even fine 
structures with the new security ink. Only 
once it can be successfully printed under 
such conditions can the rare-earth pigment 
be used as a security element for printed 
products.

The embedding in the design of a printed  
product is effected in such a way that the 

Raw materials
(rare earths)

Synthesis of 
security pigment

Mixing the printing ink 
with the security pigment

Printing the security documents

Figure 4: Processes on the way from a rare earth metal through to a security document

Source: Findeisen/Aigner

Extraction and purification, synthesis of the security pigment, mixing the printing ink with the security 
pigment, printing the ink, and production of the security documents



79

.SIAK-INTERNATIONAL EDITION 2013

particles. Mineral oils or vegetable oils 
can be admixed with the ink as carrier sub-
stances to perform the transport function 
and act as a lubricant for the ink. Further 
additives may be used in order to mini
mise printing difficulties or also to afford 
the ink special properties. These proper-
ties might include the viscosity, which, in 
the case of the rare-earth pigment, plays a 
key role with regard to stability of the sus-
pension of the pigment particles in the ink 
system. Accordingly, it is essential that the 
incorporation of additives in the test ink 
be optimised. Depending on the desired 
colour, organic or inorganic pigment colo-
rants may be incorporated to determine the 
shade of the printing ink. However, no use 
was made of these here because of the re-
quirement to develop an “invisible” secu-
rity feature. Instead, the rare-earth pigment 
was added.

The prepared ink was transferred to the 
inking unit of the OeSD offset printing 
machine and applied to various substrates 
using the design developed for this test. In 
view of the broad application spectrum of 
the newly developed rare-earth pigment a 

areas of the printing plate are hydropho-
bic in design, i.e. they are water-repellent, 
whilst the non-printing parts of the prin-
ting plate are hydrophilic, i.e. they display 
a high affinity for water. On to these hy-
drophilic areas the machine’s dampening 
unit applies a thin film of dampening solu-
tion (water with additives, e.g. to regulate 
the surface tension) and thus prevent them 
from accepting ink. By contrast, the hy-
drophobic areas absorb printing ink from 
the inking unit and become inked. This 
matrix of ink and dampening solution is 
now transferred to a rubber cylinder which 
then impresses it onto the substrate to 
leave behind the print image (those inked 
areas) as shown schematically in Figure 5. 
Also to be noted here is that this transfer 
of ink and dampening solution involves 
more than just an uptake of ink but rather 
also always a separation of the liquid films 
in contact with one another. This has a 
major influence regarding the quality and 
composition of the inks used in offset prin-
ting and thus also on the composition of 
the printing ink systems used in the trials 
with the security pigment. Accordingly, 
the printing ink must be so prepared that, 
despite the presence of a water film, it can 
be applied to the image surface and so 
that it can displace the water at the time of 
inking the printing plate cylinder and on 
transfer to the rubber blanket cylinder. For 
this reason it is essential that the pigment 
be incorporated into an ink system which 
complies with the above printability requi-
rements and also keeps the pigment parti-
cles in suspension and very well dispersed.

The ink systems used for the printing 
of the security pigment are high-viscosity 
mixtures comprising a binder, carrier sub-
stances, and additives. The role of the bin-
der is to bind and fix the pigment (colorant) 
onto the substrate. It also affords protec-
tion against mechanical abrasion in that it 
forms a protective film around the pigment 

Inking unit 
(inking the printing cylinder)

Dampening unit

Substrate (paper, etc.)

Printing cylinder

Rubber cylinder

Printing cylinder with substrate

Figure 5: Schematic presentation of a printing unit of an 
offset machine

Source: Findeisen/Aigner

The wetting agent and the ink are applied to the printing plate sleeve on the 
printing cylinder whereby here an interaction takes place between hydro-
philic and hydrophobic forces. The applied ink is transferred to the rubber 
cylinder, which then prints it onto the substrate, e.g. paper. The impression 
cylinder presses the substrate against the rubber cylinder.
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pigment colorants. If so desired, the sites 
where the security pigment is present can 
immediately be recognised with the na-
ked eye by conducting a visual check. By 
means of a laser having the suitable wave-
length (980 nm) the rare earth pigment in 
the ink can be excited and through its red 
light emission becomes detectable to the 
naked eye. Further enhanced security is 
obtained if the rare earth pigment is first 
mixed into gloss white and thus becomes 
“invisibly” hidden in the design. Only 
through excitation by means of IR-laser 
radiation is it possible to check for the pre-
sence of the rare-earth pigment in the right 
place. Visually checking the emitted light 
serves two purposes in that it enables an 
on-the-spot verification of the originality 
of the document on the basis of the pre-
sence of the light-emitting pigment on the 
defined position in the document whilst al-
so allowing an appraisal of the originality 
of the pigment on the basis of the colour of 
the emitted light (see Figure 6 a, page 81).

However, for an exact identification of 
the rare–earth pigment on the document a 
measurement of the spectral composition 
of the emitted light must be carried out. 
For this purpose it is necessary to plot the 
exact emission spectrum (see Figure 6 c). 
The shape of the spectrum, i.e. the inten-
sity at the respective wavelength, can be 
influenced and determined by the stoichio
metric distribution of the rare earths at the 
time of manufacturing the pigment. If the 
thus obtained measured spectrum is com-
pared with a reference spectrum of the 
starting compound, a definitive statement 
can be made with regard to the rare-earth 
pigment, its origin and its genuineness.

In addition to having a distinct spectrum, 
the emitted light also has a specific decay 
time, which in turn can also be used as a 
parameter to characterise the rare-earth 
pigment. The decay time of the light emis-
sion is just as unique as the emission spec-

wide variety of paper qualities was used in 
the trials. Voucher papers as well as pass
port and visa quality papers were printed 
using the ink mixed with the security pig-
ment. The possibility of using the pigment 
in different design elements such as solid 
areas or halftone structures was taken in-
to account when creating the image and 
implemented when producing the printing 
plates and during the printing trials. Such 
features can also be assessed at the subse-
quent detection stage and thus the univer-
sal suitability of the rare-earth pigment in 
high security printing can be guaranteed.

After they had been printed the different 
printed products were moved on to the 
final fabrication stage where they were 
fashioned into their respective customary 
formats, i.e. in the case of passports this 
would mean booklets, while visas are fa-
shioned into individual visa stickers, and 
other documentary papers into an A4-for-
mat.The inclusion of this additional pro-
duction process was necessary in order to 
ensure that any possible influencing of the 
pigment, e.g. as a result of exposure to heat 
in places (during a laminating process) or 
through contact with the adhesives or sol-
vents used during the further processing, 
was recognised, and thus that the printed 
pigment remains suitable for industrial 
printing use. Also at this final stage docu-
ments were personalised with sample data 
records and the detection and characterisa-
tion of the new security element tested by 
different methods.

DETECTION OF THE NEW 
SECURITY ELEMENT
In the finished products the newly deve-
loped OeSD rare-earth pigment can be 
detected in different ways. One such way 
is through the recognition of certain struc-
ture patterns in the design which could 
result from mixing the rare-earth pigment 
into a printing ink system which contains 
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fingerprint band of the emission spectrum 
and thus gain access to other information 
in addition to verifying the authenticity of 
the document and the pigment.

A further major advantage when che-
cking the security pigment is its quick signal 
response to the excitation. Since the lumi
nescence starts directly upon exposure to 
IR light irradiation and requires no reac-
tion time, the necessary information (such 
as emission light colour) can be read off. 
In this way both the determination of the 
decay curve and the presence of the emis-
sion light can be automatised – with the 
result that it will now be possible to check 

trum and a material-specific parameter. 
Accordingly, the decay behaviour of the 
anti-Stokes luminescence can also be used 
to characterise the rare-earth pigment. For 
this purpose the duration and the intensi-
ty of the luminescent light are measured. 
With these two parameters it is possible 
to determine a distinct decay curve for 
any emission light of a given luminescing 
compound. The actual measuring involves 
pulsed excitation of the rare-earth pigment 
on the printed product by means of a 980 
nm IR laser (laser diode) which, depen-
ding on the preselected pulse duration, 
continues until either the emission light 
has decayed completely, or until the expi-
ration of a predefined time since the initial 
excitation. Within this timespan the emit-
ted light is recorded by means of a CCD 
sensor and the intensity of the light deter-
mined (see Figure 6 b).

On the basis of the different detection 
and characterisation methods mentioned 
above, the rare-earth pigment is suitable as 
a security element in travel documents and 
other identity documents. For fast visual 
checking purposes only a hand-held laser 
is needed i.e. in the form of a laser pointer 
which mobile security officials can take 
with them on patrol. A cigarette-packet-
sized portable measuring appliance is used 
to measure the decay curve and then com-
pare the curve shape with a previously fed 
in reference curve in order to give a yes-no 
response regarding the authenticity of the 
pigment. The measurements to be taken 
for an exact forensic examination are mo-
re complex and necessitate the availability 
of a suitable spectroscopic testing instru-
ment. Nevertheless, such floor-mounted 
appliances can be installed at checkpoints 
or government agencies and in suspicious 
cases can be used to deliver a precise ap-
praisal of the authenticity. With these fo-
rensic measuring appliances it is also pos-
sible to read out data embedded across the 
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Figure 6: Detection scope in the case of documents with 
embedded security pigment

Source: Findeisen/Aigner

The new security element with the rare-earth pigment can be detected in diffe-
rent ways: a) Fast detection using an IR laser (such as a hand-held laser poin-
ter): In this case a red emission light must become visible at the clearly defined 
place on the document. b) Measurement by means of a hand-held instrument 
(operable with or without a computer): in this case the pigment can be characte-
rised on the basis of the luminescence decay curve. c) With the use of forensic 
and analytical appliances the entire spectrum can be displayed and the origina-
lity of the pigment verified via the fingerprint.
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RESULTS
The purpose of the tests conducted at 
OeSD was to process the newly developed 
rare earth pigment – together with its cha-
racteristic anti-Stokes luminescence – in 
offset printing applications and to embed 
this pigment as a new security element in 
OeSD products such as passports, visas, 
and identity cards. Taking into account the 
complex interaction between the printing 
ink system, the substrate, and the rare-
earth pigment, the limits of the printability 
were tested, as was the detectability of the 
embedded pigment. The thus ascertained 
parameters guarantee not only processing 
in the printing and after-processing ma-
chines, but also problem-free detection of 
the anti-Stokes luminescence. By virtue of 
the inimitability of the emission light, and 
thus also of the related fingerprint band of 
the emission spectrum, it is possible to cha-
racterise the rare earth pigment and verify 
its originality on the basis of spectrophoto-
metric analyses. Since this is only possible 
with the use of special measuring appli-
ances, the feasibility of using hand-held 
testers was also investigated. Use of the 
latter enables, on the one hand, an imme-
diate statement with regard to the authen-
ticity of the document to be tested, whilst 
on the other hand, and on the basis of the 
decay behaviour of the luminescence, with 
regard to an identification of the rare-earth 
pigment used. The findings ascertained on 

the rare-earth pigment at highly busy loca-
tions such as airports and railway stations.

STABILITY OF THE SECURITY 
PIGMENT
Since identity documents are in use through
out the world, the embedded security feat
ures must be highly resistant to a wide 
range of climatic influences and proces-
sing conditions. The climatic conditions 
for the normal use of the finished products 
range from temperatures of -40°C through 
to +60°C at an air humidity equivalent to 
between 10 % and 90 % relative humidity. 
However, during further processing the 
printed product may be briefly exposed to 
temperatures of up to 200°C, as happens in 
the case of documents subjected to a lami-
nating process for example. In the climatic 
as well as in the processing tests conducted 
the rare-earth pigment developed by OeSD 
and AAC demonstrated that – despite the 
fact that the tests were conducted across 
the whole bandwidth of test conditions – 
it remained displayable throughout, and 
that it could be verified by the test methods 
used (980nm-IR-Laser and hand-held 
sensor instrument to determine the decay 
curve). Similarly, the individual emission 
spectrum could be identified in all the sta-
bility tests conducted. Thus the good sta-
bility and high resistance of the rare earth 
pigment in the security element of the va-
rious products is given.

Temperature

Humidity

Further processing 
steps

Detection and characterisation 
still possible!

Security pigment

Figure 7: Stability of the security pigment

Source: Findeisen/Aigner

The security pigment was exposed to various influencing factors whereby its stability was verified. Accor-
dingly, it was found that even after a wide range of climatic tests (temperature and air humidity), as well as 
after various further processing conditions the pigment remained displayable and verifiable.
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the risk of document forgery. This pro-
ject was promoted within the framework 
of the promotion programme “Innovation 
(Secure Identification Documents through 
Anti-Stokes Luminescence)” by ZIT – 
Die Technologieagentur der Stadt Wien 
GmbH.

completion of the entire test and develop-
ment series confirm that the pigment tested 
is suitable for application in high-security 
printing and can be used in OeSD products 
in future. Accordingly, a further innova-
tive step has been taken towards securer 
products and the ability of OeSD to assure 
customers of even greater security against 

1
 Patent AT 505007 (B1) and Patent AT 508253 

(B1).
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