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The New Act concerning Police
Protection of the State

After a discussion process of almost two years, the Act concerning Police Protection of
the State (PStSG) was passed by the National Council on 26 January 2016 and entered
into force on 1 July 2016. The discussion and the media attention relating to the Act con-
cerning Police Protection of the State focused on the following central questions: What
prerequisites (in particular which suspicious situations) have to apply in order to bring
groups or individuals into the spotlight of the state protection authorities established
with the security authorities? What powers do they need? Who controls the legality of
the data collection and is this control really comprehensive and independent? Before
these questions are examined in detail, a brief outline of the formation process of the Act
concerning Police Protection of the State should be drawn up, since this has essentially

distinguished itself from other law-making processes.

I. FORMATION PROCESS!

In its government programme between
2013 and 20182, the Federal Government
decided to create federal law regulations
for the protection of the state, in order to
enable effective and efficient defence against
espionage, terrorism and extremism. In the
spring of 2014, long before the attacks in
Paris and Brussels, the evaluation of the
existing statutory provisions for state pro-
tection had already begun internally under
the premise of “modern police state protec-
tion to guarantee the greatest possible se-
curity on the basis of comprehensive legal
protection”. This result then flowed into a
demand analysis prepared by the Federal
Agency for State Protection and Counter
Terrorism. The project was scientifically
supported by ALES, the Austrian Centre
for Law Enforcement Sciences at the Insti-
tute for Criminal Law and Criminology at

the University of Vienna, which analysed
the existing legal bases for the activities of
the state protection authorities with regard
to the requirements outlined.’

In order to ensure a discussion and design
process as open and transparent as pos-
sible, a public penal discussion was held
in December 2014 on the “Protection and
security for our population — Challenges
for state protection in a globalised world”,
where scientists, media representatives
and experts from foreign security authori-
ties and intelligence services were repre-
sented on the podium.*

The comparison with the standards of
other European state protection authorities
and their practice led the security speakers
of the parties represented in parliament
with experts from the Federal Ministry of
the Interior to Norway and Switzerland.
Finally, in February 2015, a discussion ses-
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sion took place in parliament on the topic
of “modern state protection in the area
of tension between security and surveil-
lance™, before the evaluation procedure of
an Act concerning Police Protection of the
State, with which the organisation, tasks,
powers and legal protection should be re-
gulated in its own law started. The evalu-
ation procedure of this law took six weeks
at the end of March 2015.°

The period up until the final decision in
the National Council in January 2016 also
clearly shows that not only a comprehen-
sive examination of the opinions’ received
in the evaluation procedure took place,
but the text was also worked on® until the
last minute within the context of inten-
sive parliamentary negotiations, at the end
of which the law was passed by a simple
majority in the National Council. It was
also close to a broader majority, which
Peter Pilz, security speaker for the Greens
also wanted to imply when he spoke of the
“most successful failure ever”.’

The future will show whether the law
for the creation of modern state protection
proves that it is able to guarantee maxi-
mum security on the basis of comprehen-
sive legal protection.

In the following section it will be ex-
plained, what is in fact new and what has
only been transferred from the Security
Police Act (SPG) into the Act concerning
Police Protection of the State in order to
reserve the fulfilment of specific “prelimi-
nary tasks” exclusively in the scope of the
so-called state protection authorities'?, i.e.
the Federal Agency for State Protection
and Counter Terrorism and the regional
constitutional protection agencies.

II. CENTRAL TASKS PURSUANT
TO THE ACT CONCERNING PO-
LICE PROTECTION OF THE STATE
For a better understanding, the content and
scope of the Security Police Act and in

particular its core, namely security-related
threat prevention, will be discussed. The
security authorities have to avert offences
punishable by law insofar as they represent
a dangerous attack, namely in a temporary
sense, even if the attack takes place at the
stage of the unpunished preparatory act,
i.e. in close temporal connection with the
committing of the offence (Section 16(1)1
in connection with Section 21(1) of the
Security Police Act). In addition, the duty
of defence also refers to criminal connec-
tions (Section 16(1)2 in connection with
Section 21(1) of the Security Police Act).'!
For these tasks, all security authorities and
the bodies attached to them are already at
the disposal and within the range of secu-
rity-related powers of the Security Police
Act (Sections 32 ff.), including the covert
investigation measures pursuant to Sec-
tion 54 of the Security Police Act.

In addition, the Security Police Act also
recognises in Section 22(2) the task of
prevention of probably dangerous attacks,
whereby fewer data collection authorisa-
tions, above all no authorisations for cov-
ert information generation, are available
for this.!? In order to have an adequate pre-
mission task in the context of dangerous
extremist groups, namely before they act in
a criminal way, the task of extended threat
research for a grouping (Section 21(3) of
the Security Police Act) was implemented
into the Security Police Act in 2000 to-
gether with the preliminary check by the
Legal Protection Commissioner (RSB) with
the Federal Minister of Interior.!® This task
has now been taken out of the Security Police
Act and transferred (almost) unchanged
into Section 6(1)1 of the Act concerning
Police Protection of the State, which is why
it is only available for specially trained
constitutional protection bodies'* (and not
all bodies of public security services).

In contrast to the extended threat re-
search of the grouping, the extended threat
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research of the individual (Section 21(3)1
of the Security Police Act) has been proven
to be too restrictive in practice based on
several reasons since its introduction in
April 2012.15 The evaluation by ALES
also came to the conclusion that the cur-
rent task of “extended threat research with
regard to individuals” generally appears to
be too narrow and that a sensible percep-
tion by the Federal Agency for State Pro-
tection and Counter Terrorism in the case
of potentially dangerous individuals is
hardly possible under the applicable legal
situation.'6

The low level of practical application
can be seen in the figures published by the
Legal Protection Commissioner: between
the introduction of the extended threat
research for individuals in 2012 and the
end of 2014, only a total of five applica-
tions were submitted for authorisation to
the Legal Protection Commissioner.!” The
proof of the requirements prescribed by
the legislator, in particular the fact that the
person concerned cumulatively provides
means and knowledge to bring about ma-
terial damage to a great extent of danger
to humans, was not possible in most cases.

On the basis of this initial situation, it
was clear that this formulation would need
to be changed somewhat if a legal basis
for conducting investigations is needed
against potentially dangerous individuals.

The new provision in Section 6(1)2 of
the Act concerning Police Protection of the
State prescribing preventative protection
links the admissibility of the observation
of an individual to the condition that there
must be a justified suspicion that the per-
son concerned will commit a very definite
act of intentional criminal offence in the
foreseeable future, one that is listed in the
criminal catalogue of so-called “attacks en-
dangering the constitution”. Section 6(2)
of the Act concerning Police Protection of the
State exhaustively names those offences

related to extremism, terrorism, prolifera-
tion, intelligence activity or espionage
whose commissioning is to be carried out
by the Federal Agency for State Protection
and Counter Terrorism and the regional
constitutional protection agencies. In addi-
tion, a certain motivation (ideologically or
religiously motivated) or a specific target
for the attack (constitutional institutions
or critical infrastructure) is required for
some offences. For the purpose of the task,
it needs more than mere assumptions, but
still no preparatory activities in close tem-
poral connection with the execution of the
offence.

The challenge from the state authorities’
point of view is to inform the Legal Protec-
tion Commissioner, who is still responsible
for the pre-control of this task (see Section
14 of the Act concerning Police Protection
of the State), of those circumstances which
give rise to a reasonable suspicion that the
person concerned will probably commit
one of the listed attacks endangering the
constitution.

This means that if the task of extended
threat research has only been extended to
the individual; in practice, this is likely to
lead to an increase in the number of re-
quests for authorisations in this area.

Nothing has changed with regards to the
control system applicable before the ful-
filment of the task commences.'® Before the
start of any investigations, the Legal Pro-
tection Commissioner has to be informed
by the state protection authorities and he
decides whether, and if so, for how long and
which investigatory measures can be ap-
plied (Section 14(2) of the Act concerning
Police Protection of the State). This means
that no investigations can be made in this
area without authorisation. The authorisa-
tion of the Legal Protection Commissioner
may be granted for a period of a maximum
of six months at a time, so that he can inform
himself regularly based on the preliminary
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investigations conducted thus far and based
on these results, can assess whether further
investigations are to be permitted.

ITII. DATA PROCESSING
AUTHORISATIONS ACCORDING
TO THE ACT CONCERNING
POLICE PROTECTION OF THE
STATE

The central instrument within the context
of fulfilling the task of “preventing consti-
tutional attacks” is information procure-
ment, and not the use of command and
force. Therefore, a substantial and detailed
section of the law (3™ main section) con-
sists of provisions on the use of personal
data. These provisions, much debated in
the legislative process, particularly the
“data application of state protection™!® de-
scribed in detail, together with differenti-
ated deletion regulations, bring clarity from
the point of view insofar as the purpose,
the concerned parties, the data types and
the retention period are explicitly men-
tioned. So what do the new data acquisi-
tion authorisations look like?

In the Act concerning Police Protection
of the State, the prerequisite for any use
of personal data is the necessity and the
proportionality for the fulfilment of the
tasks (Section 9 of the Act concerning
Police Protection of the State). It is already
clear from the inclusion of this principle at
the beginning of the 3" main section that
an ungrounded use of data or such use in
advance is not permitted. In each individ-
ual case, the investigative measure used
must be proportionate to the occasion,
namely the feared crime.?

1. Special investigations (Section 11(1)
of the Act concerning Police Protection
of the State)

In addition to the investigative measures
of observation (item 1), covert investiga-
tion (item 2), the use of image and sound

recording devices (item 3) already provid-
ed for in the Security Police Act, there are
exactly six new investigative measures,
whereby we already recognise up to three
measures of all other investigative powers
within the area of security in the Security
Police Act (Section 54).

Newly added, but not unknown by the
Security Police Act, are the acquisition of
data related to location and IP addresses
(item 5), as well as the use of licence plate
recognition devices for vehicle inspections
(item 4). These authorisations also include
the exhaustively enumerated data from
transportation companies, such as travel
agencies or airlines (item 6).

a) Acquisition of connection data
(Section 11(1)7 of the Act concerning
Police Protection of the State)

We are entering completely new territory
by gathering data on who communicated
when, with whom and from where over a
certain period of time (item 7). This means
that until now, the recording of connec-
tion data has been restricted to the Code of
Criminal Procedure (StPO). In contrast, in
the area of security, it was only possible to
selectively query location data.?! The Act
concerning Police Protection of the State
now provides the option to obtain connec-
tion data within a specific past and future
period — naturally only insofar as these
data are available to telecommunications
operators for operation or billing purposes.
Therefore, no data retention has been in-
troduced with this legislation, not even in a
slimmed-down form.

In order to ensure that the acquisition of
connection data is also carried out in the
field of state protection via the data hub
that ensures a secure transmission, the nec-
essary amendments to the Telecommuni-
cations Act of 2003 have also been har-
monised simultaneously with the Act
concerning Police Protection of the State.?
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Since the acquisition of connection data
is undoubtedly one of the most sensitive
measures, as it became clear in the evalua-
tion procedure and in the parliamentary
process, this is only permissible under the
most severe conditions: this measure can
only be requested at the Legal Protection
Senate if an attack endangering the consti-
tution is suspected, the realisation of which
is met with serious punishment (Section 17
of the Security Police Act), and only then
if all other investigations proved to be un-
successful (ultimo ratio).

b) Use of representatives (Section
11(1)2 of the Act concerning Police
Protection of the State)

Like the acquisition of connection data, at
least according to the prevailing opinion,?
the use of representatives within the frame-
work of a covert investigation was until
now limited to the Code of Criminal Proce-
dure.

The use of representatives is now per-
mitted both in the Security Police Act
(Section 54(3) in conjunction with Sec-
tion 3a of the Security Police Act) and in
the Act concerning Police Protection of
the State (Section 11(1)2 of the Act con-
cerning Police Protection of the State), in
strict accordance with the provisions of the
Code of Criminal Procedure. This is essen-
tial for state protection work, because in
practice, due to the strictly conspiratorially
operating groups and the existing language
barriers, it is extremely difficult to infil-
trate as a covert investigator of the bodies
of security authorities.?*

This idea can also be found in the text of
the law, in which the state security authori-
ties have to justify their reasons for obtain-
ing the authorisation. For this reason, in
the specific case, the application of secu-
rity bodies as covert investigators does not
suffice (Section 14(2) of the Act concern-
ing Police Protection of the State).

The use of representatives is accompa-
nied by strict management, monitoring and
documentation obligations. This includes,
for example, the commitment of the repre-
sentative to the instructions of the repre-
sentative manager, documented instruc-
tions, guidelines for regular contact with
the representative as well as careful con-
trol of the representative. This is intended
to ensure official influence on the private
individuals involved in state activities.?

¢) On the criticism of the acquisition of
connection data and the use of repre-
sentatives

Anyone who has followed the media cover-
age knows that the acquisition of connec-
tion data and the use of representatives has
been widely criticised. This criticism was
also taken into account by means of an
amendment to the plenum in the National
Council,?® by deciding that the authorisa-
tion of these two measures would not be
granted by the Legal Protection Commis-
sioner alone, but together with two of his
deputies with a simple majority in the
Senate, the so-called Legal Protection
Senate (Section 14(3) of the Act concern-
ing Police Protection of the State). The
argument that if a measure is carried out
under the Code of Criminal Procedure, at
least two persons (one prosecutor and one
judge) must always rule on the admissibil-
ity, whereas according to the Act concern-
ing Police Protection of the State, only one
person, namely the Legal Protection Com-
missioner decides, is spurious.

Moreover, another argument was men-
tioned in the evaluation procedure: regard-
ing the fact that by the acquisition of
connection data, an intervention in the
secrecy of telecommunications required a
court decision (Art. 10a of the Basic Law
on the General Rights of Citizens [StGG]),
it should be noted that in a decision dated
June 2012,%?7 the Constitutional Court de-


http:activities.25
http:authorities.24

2017

.SIAK-INTERNATIONAL EDITION

cided that telecommunications secrecy
ensures the confidentiality of telecommu-
nications. In other words, the contents of
a message transmitted in this way is pro-
tected, however, other related data are
not. Telecommunication secrecy therefore
applies to all content data, but not the en-
tire telecommunication traffic per se. If we
take the announcement of the opposition?®
seriously, amongst other things regarding
its appeal to the Constitutional Court, then
we will have clarity on this in the foresee-
able future.

2. The data application of state protec-
tion (Section 12(1) of the Act concerning
Police Protection of the State)

As already briefly mentioned, in addition to
the special investigative measures, the ba-
sis for a central database has been created,
which enables the state protection autho-
rities to recognise possible threats and
dangers across Austria as soon as possible
in order to be able to establish cross-links
between individual persons classified as
dangerous and the structures behind them,
as well as to establish new investigative
approaches. Designed as an information
system, the Federal Agency for State Pro-
tection and Counter Terrorism and the nine
regional constitutional protection agencies
may process the exhaustively named data
for their identified concerned parties
(para. 1(1) to (5)), which were previously
determined legally on the basis of the
Act concerning Police Protection of the
State, the Security Police Act or the Code
of Criminal Procedure. It is important in
this context that data on dangerous groups,
dangerous individuals, suspects according
to the Code of Criminal Procedure and
persons who are classified abroad as
dangerous, as well as their contacts and
companions may be recorded in a cen-
tral database. The differentiated deletion
obligations (Section 12(3) of the Act con-

cerning Police Protection of the State)
anchored in the law ensure that the data is
only stored for as long as it is necessary for
the fulfilment of the task.

A database is only as good as the quality
of data it contains. Reliable and manage-
able quality assurance is therefore essen-
tial. In this case, to name but one example,
the deletion periods designed in a differ-
entiated way can also be made practicably
manageable by means of automation sup-
port. For example, when the authorisation
ofthe Legal Protection Commissioner ends
andthere isnoreason for further processing,
the data is simultaneously deleted from the
file as well as from the data application
(Section 13(1) of the Act concerning
Police Protection of the State). The control
of the database rests with the Legal Protec-
tion Commissioner, who can gain an insight
at any time (Section 14(1) in conjunction
with Section 15(1) of the Act concerning
Police Protection of the State).

IV. LEGAL PROTECTION

Finally, the central aspect of legal protec-
tion shall be examined, that is to say, the
control of the activities of the state protec-
tion authorities. Right from the beginning
of the discussions, there was no dispute
about the fact that more tasks and powers
are only decided with more legal protec-
tion.

As already mentioned at the beginning,
the institution of the Legal Protection
Commissioner that is independent and not
bound by instructions (Section 91a of the
Security Police Act) was established as
the central controlling body. However, it
should also be noted that other alternatives
were also examined, for example the trans-
fer of legal protection to an administrative
court. On the one hand, it was argued that
the administrative courts are established in
the constitution®® as appellate courts, i.e. to
decide in retrospect on the legality of admi-
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nistrative actions, and as such are also not
designed for prior approvals, which may
sometimes also be urgent. On the other
hand, if the administrative court that has to
decide on the legality of the case was also
implemented as a prior vetting authority,
the person concerned would be deprived of
the right of appeal. In addition to the ne-
cessary constitutional change, the ordering
process, which is important for the inde-
pendence of a controlling body, also called
for the perpetuation of the Legal Protection
Commissioner. This latter is appointed by
the Federal President as proposed by the
Federal Government and after the hearing
of the presidents of the Supreme Adminis-
trative Court, the Constitutional Court and
the National Council (Section 91a(2) of
the Security Police Act).

More legal protection in the Act con-
cerning Police Protection of the State was
achieved by the fact that the prior vetting
by the Legal Protection Commissioner was
supplemented by a comprehensive infor-
mation obligation of the person concerned
following the end of the investigation
(Section 16(2) of the Act concerning Police
Protection of the State). This information
from the person concerned ensures that the
latter has a range of legal protection avail-
able in the case of doubt as to the legal-
ity of the investigations against him: from
the appeal to the data protection authority
through the administrative courts up to the
appeal of the Supreme Courts. This in-
formation from the person concerned can
only be deferred after the consent of the
Legal Protection Commissioner, as long as
the purpose of the investigation would be
endangered or omitted if the public interest
is overwhelmingly opposed to it (Section
16(3) of the Act concerning Police Protec-
tion of the State).

In addition, the numerous suggestions
expressed for the improvement of control

were included in this respect, as in future,
the deputies of the Legal Protection Com-
missioner by law will be more involved in
the decision-making process. In addition
to the establishment of the decision in the
Legal Protection Senate in the case of cer-
tain investigative measures,*® the Legal
Protection Commissioner must strive for
a common approach with his deputies in
fundamental questions regarding task ful-
filment in the area of state protection.’!
Moreover, from the next appointment,
pursuant to Section 91a(2) of the Security
Police Act, at least one deputy must have
been a long-standing judge or public pro-
secutor for at least ten years in order to
ensure that they possess a high degree
of practical experience. Furthermore, in
order to ensure that sufficient personnel
resources are also available for task ful-
filment, the number of deputies will be
extended from the current two to the neces-
sary number of deputies (Section 91a(1) of
the Security Police Act).

The legal protection is rounded off by
the establishment of reporting require-
ments for the purpose of monitoring and
reviewing the activities of the state protec-
tion to the responsible permanent subcom-
mittee in parliament (Section 17 of the Act
concerning Police Protection of the State).

V. OUTLOOK

We hope that the many, intensive delibera-
tions have led to the conclusion that there
is a law which meets the practical require-
ments of state protection by the police,
and the aim of the legislative process has
been achieved, that is to provide the state
with the instruments necessary to protect
the people living in Austria, insofar as this
is consistent with the fundamental right to
the protection of private life and the re-
spect for privacy (Art. 8 of the European
Convention of Human Rights).
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